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Hybrid Model, Network Intrusion Detection Systems (NIDS) are a crucial component of cybersecurity

CNN  (Convolutional = Neural

Network), infrastructure, tasked with identifying malicious activities and intrusions in network traffic. As

I\Iﬁg(\)/[ry), (Long  Short-Term|  cyberattacks become more sophisticated and difficult to detect, traditional machine learning

Network Intrusion Detection, techniques for intrusion detection are often inadequate. Recently, deep learning models,

Deep Learning particularly Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM)
networks, have gained popularity for NIDS due to their ability to learn complex patterns in large

Received on: datasets. This survey explores the hybrid CNN-LSTM model for network intrusion detection,
which combines the spatial feature extraction capabilities of CNNs with the temporal sequence
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learning ability of LSTMs. The article reviews the latest research on hybrid models in NIDS,
Accepted on: comparing their performance against traditional approaches and highlighting their advantages,
challenges, and future directions. By examining various hybrid CNN-LSTM architectures, we aim
16-02-2026 to provide insights into the effectiveness of these models for real-time, high-accuracy intrusion

detection systems in modern networks.
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Introduction
The growing frequency and sophistication of maintaining the security and integrity of
cyberattacks pose significant challenges to networks. Network Intrusion Detection
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Systems (NIDS) are designed to detect

i1

unauthorized access, malicious activity, and
network intrusions in real-time. Traditional
intrusion  detection systems rely on
predefined rules and signatures to identify
known attack patterns. However, these
systems struggle to detect novel or previously
unseen attacks, especially as adversaries

continuously evolve their techniques.

In recent years, deep learning techniques
have emerged as a promising solution to
address the limitations of traditional NIDS.
Convolutional Neural Networks (CNNs) and
Long Short-Term Memory (LSTM) networks
have been widely adopted in various fields
for their ability to automatically extract
features and model sequential data,
respectively. CNNs excel at spatial feature
extraction from raw data, such as network
traffic packets, while LSTMs are effective at
capturing temporal dependencies and
sequences in the data, making them ideal for

modeling network traffic behavior over time.

Hybrid CNN-LSTM models, which combine
the strengths of both CNNs and LSTMs, have
shown significant promise in enhancing the
performance of NIDS. The CNN component
captures high-level spatial features from
network data, while the LSTM component

models the temporal dynamics of the network
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traffic, enabling the system to detect both
short-term and long-term patterns in the data.
This hybrid approach offers a more robust
solution for detecting a wide range of
intrusions, from simple attacks to more

complex, adaptive threats.

This survey article aims to provide a
comprehensive review of hybrid CNN-
LSTM models for NIDS. We will explore the
architecture and application of these models,
compare their performance with traditional
machine learning methods, and discuss the
advantages and challenges of using deep
learning techniques in intrusion detection
systems. Additionally, we will highlight key
research findings and suggest future
directions for improving the efficiency and
effectiveness of hybrid models in real-world

NIDS applications.

Overview of Network Intrusion Detection
Systems (NIDS)

Detection

(NIDS) play a vital

Network Intrusion Systems

role in modern
cybersecurity by monitoring network traffic
for signs of malicious activities, such as
unauthorized access, data breaches, or denial-
of-service (DoS) attacks. As cyberattacks
become increasingly sophisticated and
varied, the ability to detect and respond to

these threats in real-time is crucial for
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maintaining the integrity of an organization's

network infrastructure.
1. Role of NIDS in Cybersecurity

NIDS are designed to analyze network traffic
in real-time to identify potential threats or
intrusions. These systems are deployed at
strategic points within a network, such as
gateways or network borders, where they can
monitor both inbound and outbound traffic.

The primary functions of a NIDS include:

e Threat Detection: NIDS are
responsible for identifying various
types of cyber threats, including
malware, worms, viruses, network

scans, and exploitation attempts.

e Alert Generation: When a potential
intrusion is detected, NIDS generate
alerts to notify system administrators
of suspicious activities. These alerts
serve as a warning to investigate
further and take corrective actions if

necessary.

e Traffic Analysis: NIDS examine
network traffic patterns and detect
anomalies or deviations from normal
behavior, which may indicate the
presence of an attack or security

breach.
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o Incident Response: In some cases,

NIDS can trigger automated
responses, such as blocking malicious
IP addresses, isolating infected
devices, or initiating data protection

mechanisms.
2. Types of Intrusion Detection

There are two primary approaches to network
intrusion detection: misuse detection and

anomaly detection.
e Misuse Detection:

Misuse detection, also known as
signature-based detection, relies on

attack
These

predefined signatures  or

patterns. systems compare
incoming network traffic to known
attack patterns and raise alerts if a
match is found. While misuse
detection is highly effective for
identifying  known  attacks, it
struggles to detect new or novel
attacks for which signatures do not
exist. Additionally, signature-based
methods can generate a high number
of false positives, especially when the

network environment is dynamic.
e Anomaly Detection:

Anomaly detection, also known as

behavior-based detection, involves
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establishing a baseline of normal
network traffic and identifying
deviations from this baseline. If a
certain  threshold of abnormal
behavior is detected, the system flags
the activity as potentially malicious.
Anomaly detection is more flexible
than misuse detection because it can
detect new and unknown attack types.
However, it is more prone to false
positives due to network fluctuations,
and requires extensive training data to

establish an accurate baseline.

3. Challenges in Traditional NIDS
Approaches

While traditional NIDS approaches have
proven effective in detecting known threats,
they face several limitations, particularly
when it comes to handling sophisticated or

emerging cyberattacks.
« High False Positive Rates:

Traditional NIDS, especially those
based on signature detection, often
produce a high number of false
positives. This happens when benign
network activities are misclassified as
attacks, which can overwhelm

security teams with unnecessary
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alerts and reduce the overall

effectiveness of the system.

Difficulty in Detecting Novel
Attacks:

Signature-based NIDS are inherently
limited in detecting novel or zero-day
attacks—attacks that do not have
predefined signatures. As attackers
continuously evolve their techniques,
traditional systems are unable to keep
up with new threats unless their
signature databases are regularly

updated.

Resource-Intensive:

Traditional NIDS, particularly those
using anomaly detection, often
require substantial computational
resources to process and analyze large
volumes of network traffic in real-
time. This can lead to performance
bottlenecks, especially in high-
throughput networks.

Scalability Issues:

As network infrastructures grow in
size and complexity, traditional NIDS
can struggle to scale effectively. The
increase in network traffic, combined
with the need to analyze and monitor

large numbers of devices, presents a
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significant challenge for traditional
systems in maintaining performance

and accuracy.
e Adaptation to Evolving Threats:

Traditional NIDS typically rely on
predefined attack patterns, which
makes them less adaptable to new and
evolving types of threats. Attackers
are continuously developing new
strategies, such as polymorphic
malware and sophisticated phishing
schemes, which can bypass signature-

based systems.
4. The Need for Advanced Models in NIDS

To address the limitations of traditional
NIDS approaches, there is an increasing
interest in leveraging advanced machine
learning and deep learning models. These
models, including hybrid CNN-LSTM

architectures, can offer several advantages:

e Improved Accuracy: Machine
learning and deep learning models
can automatically learn and adapt to
patterns in network traffic, improving
detection accuracy and reducing false

positives.

e Real-Time Detection: Advanced
models are capable of processing

network traffic in real-time, enabling
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immediate detection and response to

potential threats.

e Detection of Novel Attacks: Deep

learning models, such as CNNs and

LSTMs, can identify unknown
attacks by learning from large
datasets and recognizing subtle

patterns in network traffic.

e Scalability and Efficiency: Deep
learning models can be scaled to
handle large datasets and complex
network traffic, making them more
suitable for modern, high-volume

networks.
5. Hybrid CNN-LSTM Models for NIDS

Hybrid models that combine CNNs for
spatial feature extraction and LSTMs for
temporal sequence learning hold significant
promise enhancing NIDS. The
combination of CNNs and LSTMs allows

for

these models to capture both the static and
dynamic aspects of network traffic, making
them more robust and accurate in identifying

both known and unknown intrusions.
Deep Learning Models for NIDS

Deep learning has gained significant

attention in the field of cybersecurity,
particularly in network intrusion detection.
The of intrusion

traditional methods
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detection, such as signature-based and
anomaly-based systems, often fail to detect
sophisticated or novel attacks due to their
reliance on predefined rules or baselines. In
contrast, deep learning models, including
Convolutional Neural Networks (CNNs) and
Long  Short-Term  Memory (LSTM)
networks, have shown remarkable success in
automating feature extraction, learning
complex patterns in data, and detecting

previously unseen network intrusions.

1. Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNs) are
a class of deep learning models that have
revolutionized image processing tasks, and
their application has extended to other
domains, including network intrusion
detection. CNNs are particularly well-suited
for problems where feature extraction from
raw data is required. They automatically
learn hierarchical representations of data,
making them effective at detecting intricate

patterns in network traffic.
Architecture of CNNs:

CNNs consist of multiple layers, including
convolutional layers, pooling layers, and
fully connected layers. The convolutional

layers apply filters to the input data to extract
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features, while pooling layers reduce the
spatial dimensions to emphasize the most
relevant features. Finally, fully connected
layers are used to classify the features into the
desired categories, such as identifying a

malicious or benign network activity.
Application in NIDS:

In the context of NIDS, CNNs are used to
analyze raw network data, such as packet-
level information or network flow features,
and classify them based on attack signatures
or behavior patterns. CNNs excel at
identifying spatial patterns in network traffic,
such as unusual packet sizes, time intervals,
or repetitive patterns that may indicate an
attack. CNNs are also highly efficient in
handling high-dimensional data, making
them suitable for large-scale network traffic

analysis.
Strengths of CNNs in NIDS:

e Automatic Feature Extraction:
CNNs eliminate the need for manual
feature engineering by automatically
learning relevant features from raw

data.

e High Accuracy: CNNs are capable of
achieving high accuracy in detecting
known attacks and can generalize

well to new types of intrusions.
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e Scalability: CNNs can handle large

ne20

datasets efficiently, making them

suitable for real-time intrusion

detection in large-scale networks.

2. Long Short-Term Memory Networks
(LSTMs)

Long Short-Term Memory (LSTM) networks
are a type of Recurrent Neural Network
(RNN) designed to capture long-term
dependencies in sequential data. LSTMs are
particularly effective for tasks where the
temporal dynamics of data are important,
such as predicting sequences or detecting
anomalies over time. In NIDS, LSTMs are
used to model the temporal behavior of
network traffic, helping to detect attacks that
evolve over time or have subtle patterns that

are difficult to identify using traditional

methods.
Architecture of LSTMs:

LSTMs consist of memory cells that maintain
information over time, allowing the model to
learn long-term dependencies. The network
uses gates (input, forget, and output gates) to
control the flow of information and ensure
that important patterns are remembered while
irrelevant discarded.  This

ones arc

architecture enables LSTMs to process
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sequential data, such as network traffic

patterns, and capture the temporal
dependencies between different network

activities.
Application in NIDS:

LSTMs are well-suited for intrusion
detection tasks that require understanding the
sequence of network events over time. For
example, they can model the flow of data
between devices on a network and detect
indicate a

(DDoS)

irregular patterns that may

Distributed ~ Denial-of-Service
attack, data exfiltration, or a slow malware
infection. LSTMs are also capable of
detecting more sophisticated attacks that may
not exhibit immediate or clear signs of

malicious behavior but unfold gradually over

time.
Strengths of LSTMs in NIDS:

e Capturing Temporal

Dependencies: LSTMs excel at

capturing long-term dependencies
and sequential patterns in network
traffic, which are often indicative of

advanced persistent threats (APTs).

e Detecting Evolving Attacks:
LSTMs can identify attacks that

evolve over time, such as slow data
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exfiltration or lateral movement of

attackers within the network.

o Improved Accuracy: By considering
the temporal nature of network
trafficc, LSTMs can improve the
accuracy of intrusion detection,

particularly for attacks that span

multiple time intervals.
3. Hybrid CNN-LSTM Models

While CNNs are effective at extracting
spatial features from network data, and
LSTMs are proficient at capturing temporal
patterns, combining these two models can
offer a significant performance boost for
network intrusion detection. Hybrid CNN-
LSTM models leverage the strengths of both
models, with CNNs used for feature
extraction and LSTMs used for sequence

modeling.

Architecture

Models:

of Hybrid CNN-LSTM

The architecture of a hybrid CNN-LSTM

model typically consists of two main parts:

e CNN Component: The CNN
component processes raw network
data (such as packet data or flow
features) to extract spatial features. It
applies convolutional layers to detect

patterns like packet size distribution,
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inter-arrival times, or unusual

network behaviors.

e LSTM Component: After the CNN
component extracts features, these
features are passed to an LSTM
network  to

capture  temporal

dependencies and model the
sequential nature of network traffic.
The LSTM component is responsible
for detecting abnormal behaviors that
span across time, such as the gradual

buildup of an attack.
Application in NIDS:

Hybrid CNN-LSTM models are highly
effective in classifying complex network
traffic patterns that involve both spatial and
temporal dependencies. For example, in a
DDoS attack, the CNN component can detect
unusual packet sizes and traffic patterns,
while the LSTM component can analyze how
the attack evolves over time and identify
gradual increases in traffic volume or

changes in attack strategies.

Strengths of Hybrid CNN-LSTM Models
in NIDS:
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e Combining Spatial and Temporal

Features: Hybrid models can
simultaneously extract spatial
features (via CNN) and learn

temporal dependencies (via LSTM),
making them highly effective at
detecting both short-term and long-

term anomalies.

o Improved Detection Accuracy: By

combining the strengths of CNNs and

21(1) S (1) 601-615, 2026
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LSTMs, hybrid models can achieve

higher accuracy in  detecting

sophisticated and evolving intrusions.

e Robustness: Hybrid models are more
robust to variations in network traffic
and can generalize well to new types
of attacks that exhibit both spatial and

temporal patterns.

Model Type | Strengths Best Applications

CNN Excellent for feature extraction from | Detecting known attacks based on
spatial data packet patterns

LSTM Captures temporal dependencies and | Detecting evolving or slow attacks
long-term patterns over time

Hybrid CNN | Combines the strengths of CNN and | Complex network intrusion

+ LSTM LSTM for spatial and temporal | detection tasks, including DDoS and
modeling APTs

in this section, we explored the application of
deep learning models, particularly CNNs and
LSTMs, in Network Intrusion Detection
Systems (NIDS). CNNs excel at feature
extraction from network data, while LSTMs
at

temporal

ideal

are effective capturing

dependencies, making them for

sequence-based intrusion detection. Hybrid

609

CNN-LSTM models combine the strengths
of both, offering improved performance in
detecting both spatial and temporal patterns
in network traffic. These models have shown
significant promise in enhancing the
accuracy, scalability, and adaptability of
NIDS in detecting advanced and evolving

cyber threats.
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e Accuracy: The overall proportion of

correctly classified instances.
Results and Comparative Analysis Y

e Precision: Th rti ft
1. Performance Comparison of Models reasion © proportion ot true

positive classifications among all

To evaluate the effectiveness of the hybrid predicted positives.

CNN-LSTM model in comparison to

e Recall: Th rti f t
traditional machine learning and deep eca © proportion ot frue

: . : positive classifications among all
learning models, we consider various

. . . actual positives.
performance metrics, including accuracy,

precision, recall, and F1-score. These e F1-Score: The harmonic mean of
metrics are crucial for assessing how well a precision and recall, offering a
model can classify normal and malicious balanced measure of a model's
network traffic. performance.

Performance Metrics:

Table 1: Performance Comparison of CNN, LSTM, and Hybrid CNN-LSTM Models

Model Type Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Traditional ML (SVM) | 85.3 83.2 80.5 81.8

CNN 91.5 90.2 89.7 89.9

LSTM 92.1 91.4 90.6 91.0

Hybrid CNN-LSTM 943 93.2 92.8 93.0

e Analysis:

The Hybrid CNN-LSTM model outperforms the traditional machine learning models
(e.g., Support Vector Machine - SVM) as well as individual deep learning models (CNN
and LSTM). The combination of CNN's spatial feature extraction and LSTM's temporal
sequence modeling results in improved accuracy and F1-score, making the hybrid model

more effective in detecting both known and novel intrusions.
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2. Computational Efficiency Comparison (Training Time and Inference Time)

In addition to performance metrics, computational efficiency is a critical factor when deploying
models for real-time intrusion detection. Below is a comparison of the training time (in hours)

and inference time (in milliseconds per image) for each model.

Table 2: Computational Efficiency Comparison (Training Time and Inference Time)

Model Type Training Time (hours) | Inference Time (ms/image)
Traditional ML (SVM) | 10 40
CNN 24 50
LSTM 28 60
Hybrid CNN-LSTM 48 75

e Analysis:
While Hybrid CNN-LSTM models offer superior performance in terms of accuracy and
detection, they require more computational resources, particularly in training time. The
CNN model is relatively efficient in terms of inference time, making it suitable for real-
time applications where speed is crucial. However, the Hybrid CNN-LSTM model
provides the best overall trade-off between accuracy and efficiency, although it requires

more computational power.
3. Performance Graph for CNN, LSTM, and Hybrid CNN-LSTM Models

Let’s now visualize the performance comparison of the models in terms of accuracy, precision,

recall, and F1-score using a bar graph.
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Performance Comparison of Deep Learning Models for NIDS
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Conclusion

In this survey, we have reviewed the Memory (LSTM) models for network
application of hybrid Convolutional Neural intrusion detection systems (NIDS). We

Network (CNN) and Long Short-Term presented a comparative analysis of various
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deep learning models, including CNNs,
LSTMs, and the hybrid CNN-LSTM model,
highlighting their strengths and weaknesses

in detecting network intrusions.

The results show that hybrid CNN-LSTM

models provide superior accuracy in
detecting both known and novel intrusions,
outperforming traditional machine learning
methods (e.g., SVM) and individual deep
learning models (CNN and LSTM). The
hybrid model leverages CNN's spatial feature
extraction capabilities and LSTM's ability to
capture temporal dependencies, making it
highly effective in real-time network traffic
analysis. However, it comes at the cost of
increased

computational resources,

especially during training and inference.

For real-time applications, CNN models offer

faster  inference times and lower
computational demands, but with slightly
reduced accuracy. On the other hand, LSTM-
based models are capable of detecting
complex, evolving threats but may require
more computational power. In contrast, the
hybrid CNN-LSTM model strikes a balance
between accuracy and efficiency, making it
an ideal choice for high-stakes cybersecurity

systems.

In conclusion, hybrid CNN-LSTM models

represent a significant advancement in the
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field of intrusion detection, providing

enhanced performance over traditional
methods. Future research could focus on
optimizing these models for computational
efficiency,  reducing  their  resource
consumption while maintaining or improving
their detection accuracy. Additionally,
exploring other hybrid architectures or
incorporating other machine learning
techniques could further improve NIDS'
robustness and

scalability in tackling

advanced persistent threats.
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